NuadopmanmnoHHaA NaMATKA AJIA O0yIAIOIIUXCS

C KaXJbIM T'OZOM MOJIOJIEKH B HHTEPHETE CTAHOBUTCA OOJIbIIE, a IIKOJbHUKH OJHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEPDHET HeCceT W Ipo0sieMbl. JTa IMaMsATKa JO0JDKHA IOMOYbL Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KoMmnbroTepHbie BUPYyChI

KoMmbIOTepHBIE BHpYyC - 9TO Pa3HOBUJHOCTh KOMIIBIOTEDHBIX IIPOTPAMM,
OTJIMYUTETLHOU OCODEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K pPa3MHOXKeHHI0. B
JIOTIOJITHEHVE K 3TOMY, BHUPYChl MOTYT HMOBPEAUTH WU IOJHOCTHIO YHHUUTOXKHUTH BCE
daiiyibl ¥ JaHHBIE, ITOJAKOHTPOJIBHBIE IIOJIB30BATENI0, OT HMMEHH KOTOPOTO ObLIa
3amylieHa 3apakeHHas IIPorpaMMa, a TakKyKe IOBPEAUTh WM JaKe YHHUUTOXKUTD
OIIEPAlIIOHHYI0 CHUCTEMY CO BceMHU (aijlaMu B I[eJIOM. B OGOJIBIIMHCTBE CIIy4yaeB
PacCIpOCTPAHSIOTCA BUPYCHI YeEPe3 UHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaMM:

1. Vcnosnp3yit coBpeMeHHbBIE ONEPAllIOHHbIE CHUCTEMBI, UMEIOIIUE CEPhe3HBI YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPaMM;

2. [locTOSAHHO ycTaHaBJWBai madTH (IUQPOBBIE 3aIUIATKH, KOTOPhlE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JOPAaOOTKU IPOrpaMMBbl) W JIpyThe OOHOBJIEHUsI CBOEH
omepanuoHHOU cucteMbl. CKauyuBal UX TOJBKO € OUIIMATIBLHOTO caiiTa pa3paboTymka
OC. Ecsu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE I107] IPaBaMHU II0JIb30BATEJIs, & HE a/IMUHUCTPATOPA.
OTO HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTPAMM HMHCTAJIJIUPOBATHCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEPE;

4. Vlcriosip3yii aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJTYKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub puU3NIecKu JOCTYI K KOMIIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHENTHUE HOCUTEIU UH(MOpMAIMH, TaKue Kak (Jielika, JUCK Win (aili
W3 UHTEPHETA, TOJIBbKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpBIBall KOMIBIOTEPHBIE (hAMIbI, MOJyIEeHHbIE U3 HEHAJEKHBIX UCTOUHUKOB.
Haxxe Te (ailyibl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIH. Jlydllle yTOUHU Yy HETO, OTIIPAaBJIAI
JIu OH Tebe ux.

Ceru WI-FI

Wi-Fi - 5To He BUJ mepenavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/l, MapKa.
Eme B 1991 roay HujepsaHicKkas KOMIIaHUS 3apeructpupoBaia opera "WECA", urto
oboszHauaso cynoBocoueranue "Wireless Fidelity", xoropsiii mepeBoauTcsi Kak
"GecrpoBOTHAS TOYHOCTD .

Jlo Hamero BpeMeHH /IOlLLIa Jipyras abOpeBuaTypa, KoTopas fABJISETCA TaKOU Ke
TexHosiorueil. dto abbpesBuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JJAaHO C HAMEKOM Ha
CTaHJAPT BBICIIEW 3BYKOBOW TexHWUKU Hi-Fi, uTo B mepeBojse o3HauvaeT "BBICOKASA
TOYHOCTH .



Jla, OecIIaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrme 3SKCOEepThl CUYWUTAKOT, YTO
obmenoctymabie Wi-Fi ceTu He sABIsAI0OTCA 6€30IMaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PA0OTHI B 0OIIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepenaBaii cBowo JMUHYI HWHMoOpManuio depe3 obmmenoctymabie Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMEePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yuknuio "O6muit goctyn k daiyiam u
npuHTepaMm'. JlaHHada QYHKIUA 3aKpbITa [0 YMOJYAHUIO, OJIHAKO HEKOTOPBIE
MIOJIb30BATEIN AKTUBUPYIOT €€ JIJIA y/100CTBA UCII0Ib30BaHUA B paboTe wiu yuebe;

4. He ucnonp3yit mybsmmunasiin WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMeEDP JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IOUTY;

5. Ucnonb3yl Tospko 3amuineHHoe coeuHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBoaU UMeHHO "https://";

6. B wmobunbHOM Tenedone otwioun ¢yHknu [logkaouenue k- Wi-Fi
aBToMmaTuuecku'. He Jiommyckail aBTOMAaTHYECKOTO MOAKIIOUEHUs YCTPOUCTBA K CETSAM
Wi-Fi 6e3 TBoero corsacusi.

ConuajibHBIE CETU

CoruasibHbIE CETH AaKTUBHO BXOJSAT B HAIIy JKU3Hb, MHOTHE JIIOAU pabOTAIOT U JKUBYT
TaM IOCTOSTHHO, a B Facebook y:ke 3apervcTpupoBaH MUJITUAP/T YEJIOBEK, UTO SIBJISIETCS
OJTHOH CebMOI BCEX JKHUTeJel IJIaHeThbl. MHOTHe I0JIb30BaTeIM He MOHUMAIOT, YTO
uHopMaIus, pa3MellleHHas UMH B COI[MAJIbHBIX CETAX, MOXKeT ObITh Hai/eHa U
HCII0JIb30BaHA KEM YTOZHO, B TOM YHCJIe He 0053aTeIbHO ¢ 6JIariMU HaMEPEHUSIMU.

OcCHOBHBIE COBETHI 110 OE30IIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsaX He JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXJEHUA M [APYIyI0 JIMYHYI0 HWHQOpManUioo. 3J0YMBIIUJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKU €e B UHCTOTE U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBHI, UTOOBI APYTHE TTOJIH30BATEN BUEJIN, UTO ThI 3arpy:kaemib? [logymaii, mpexae yem
YTO-TO OIyOJIUKOBATh, HATIMCATh U 3aTPY3HUTh;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JUUHYI0 HHQOpMALNU: UM, MECTO KUTEIbCTBA, MECTO yueObl U ITpoyee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEJIETUTH TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATFHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJI0KHbBIE ITAPOJIH,
cocrosye U3 OykB U U@P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 17151 conuaIbHOM CeTH, MOYTHI M APYTHX CAUTOB HEOOXOJIMIMO HCIIOJIb30BaTh PA3HbIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBIIIJIEHHUKH TOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

AJIEeKTPOHHBIE JE€HbI'U

ONIeKTPOHHBIE JIEHBIW - 5TO OUYE€Hb YZAOOHBIN CIOCO0 IjIaTexkeil, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHbTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAHO B 3aKOHe, IJie UX
pasiesIAI0T Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO
AHOHHMHBIE - 9TO Te, B KOTOPBIX paspellaercs IPOBOAUTH omepanmuu 0e3
naeHTH(GUKAIMY II0Jb30BaTeIsI, a B HEAHOHHUMHBIX HAEHTU(GUKAIIMA I10J1h30BATENIS
ABJIAETCS 00s13aTEeIbHOM.

Takske ciiefyeT pa3janyarh JIEKTPOHHBbIE (puaTHbBIE JeHbrH (PaBHBI TOCY/IapCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(dHUATHBIE JIEHbI'H (HEe PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsA3aHHBIN TesieOH TOMOKET, eCyIu 3a0yzellb CBOM
IUIATEXXHBIN TapOJIb UJIH 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnosnb3yil ogHOpa3oBble maposiu. Ilocie mepexosa Ha YCHUJIEHHYIO aBTOPHU3AIHIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepexBaTa IJIaTeKHOTO IapoJIs;

3. Beibepu ciioxkHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YrafaTh CJIOKHBIHN
napoJsib. HaziesxHble maposy - 3TO MapoJiv, KOTOpble COZiepKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, APl U HECKOJIHKO CHUMBOJIOB,
TaKMe Kak 3HaK /10ju1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSIEIIb.
JJIeKTPOHHAaA MoYTa

DJIeKTPOHHASA MOYTA - TO TEXHOJIOTHUS U MPEIOCTaBIsEMbIE €0 YCIIYTH MO0 MEPEChUTKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIIEHUH, KOTOpPbIE PacHpefesisioTcs B KOMIIBIOTEPHOM
cetu. OOBIUHO SJIEKTPOHHBIA IOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
UMs_T0JIb30BaTessA@UMA_JIoMeHa. Tak:ke KpoMe Ilepe/ilaull IIPOCTOrO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OcHOBHBIE COBETHI 110 He301MacHO paboTe ¢ 5JIEKTPOHHOM MOYTOMU:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX TOYTOBBIX CEPBHCOB, OJIHAKO JIyUIlle JIOBEPSATHh T€M, KOTO 3HAEINIb W KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINIHYIO wHpopMaruw. Hanpumep, jydiie BHIOpaTh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";

3. Mcnob3y#l ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT/[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/JI, IpUChLIaeMbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. [ KaXkIOro IMOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJle>KHBINW, YyCTOMUUBBINA K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTB;

6. Vcrosnb3yil HECKOJBKO IOYTOBBIX ANIUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HaJ/I0 UCI0Ib30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBali alyibl U APYTHE BJIOXKEHHS B IMHUChMaX, Ja’ke €CJIM OHU MPUIILUTH OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TU (paiisl;

8. Ilocie okoHYaHHs PabOTHI HAa IOYTOBOM CEPBHCE TEPE], 3aKPBITHEM BKJIAIKH C
caiiToM He 3a0y/Ib Ha’kaTh Ha "BeiATH".

Kuo6epOy/LTMHT WJIN BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOystmHr - IIpecyiefoBaHUE COOOIEHUSIMU, COAEPIKAIUMH OCKOPOJIeHUs,
arpeccuio, 3allyTHBaHWE; XYJUTAHCTBO; COI[UATIbHOE OOMKOTHPOBAHHE C IOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaiicst B 60M. JIydmmuid crmocob: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCsI, TO BHAUYaJIe YCIIOKOUThCS. EC/IM ThI HAUHENIh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHM S, TO TOJIBKO ellle OOJIbIIe Pa30kKIKellb KOHDIIUKT;

2. YrpasJisi cBoel KubepperyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyIMraHCKUi 0O6pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEUCTBUSA U COXpAHAET UX. YIAIUTD UX OyZieT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutroait CBOI0 BUPTYJIBHYIO YECTh CMOJIOZY;

6. VrHopupyél emuHUYHBIA HeratuB. OJHOpa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOpUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4aJIbHOU CTa/TNH;

7. BaH arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOKHOCTh OJIOKHUPOBKHU OTIIPABKU COODIIIEHHH € OITPe/IeIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHCTBUSA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UYTO €ro JIeHCTBUS OILIEHUBAIOTCS HEraTUBHO,
MO/IEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJIOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

MoowibHbIN TeJ1edOoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBII
dyHKIMOHAN, ¥ Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJ1s1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT He TaK MHTEHCUBHO, KaK JIJIs
ITK, To >ke camoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 YXKe IIPpaKTU4YeCKH [JOTHa/In HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a COOOH 6OJII)H.Iy}O CJIO?KHOCTDb U
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30ImacHOCTH MOOUJIBHOTO TeJ'Ie(l)OHaI

Hwuuero He sBJIsIeTCs MO-HacTOAIIEMY OecriaTHBIM. Byib ocTOpoXkeH, BeZlb Koryia Tebe
MpejIaraloT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIATHBIE
yCIIyruy;

Hdymaii, mpexzae yeM otupaBuTbh SMS, doro wau Buzaeo. Tel TOUHO 3HaElb, I7je OHU
Oy/IyT B KOHEUHOM UTOTe?

Heo06x0oamMo 0OHOBJIATH OMEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnosnp3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1s1 MOOUJIbHBIX TeJ1Ie()OHOB,;

He 3arpyxaifi IpuaoKeHUs1 OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpPEZIOHOCHOE IIPOrPaMMHOE 00€ecIIeueHHE;

[Tocsie Toro Kak Thl BBIWJENIb C CAalTa, IJl€ BBOAWJI JIMYHYI0 WHGOPMAINIO, 3aU/IN B
HACTPOUKHM Opaysepa u yjiaiu cookies;

[Tepuosnyecku mpoBepsii, Kakue IJIaTHbIE yCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMeEPE;

JlaBaii cBOI1 HOMeP MOOHUIBHOTO Tesie)OHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U KOMY
Jl0Bepsellb;

Bluetooth gomkeH OBITH BHIK/IIOUEH, KOT/[Aa ThI MM He I0JIb3yelnbcsi. He 3a0bIBaii mHOTAA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIIUE DPa3BJIEUYEHMUS,
00beIUHSAIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIy4alOT OIBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: IOKYHAKOT JKCK, OIUIAYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KAKUE-TO OIIIHH.

Bce aTtu cpezcrtBa uAyT Ha NOAJep:KaHME U pa3BUTHE UTPHI, a TAKKe Ha CcaMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIH
(rmudpoBble 3a1IaTKU A1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPHUKOB, CKOJIBKO KpPaXXu
TBOE€TI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCTE€Mad aBTOPHU3aAllNK OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ecotu ipyroii urpok BezieT ce0s MJI0X0 WM co3/aeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDbl Ha IIJIOXO0€ IIOBEAECHHE JOTOro HUIpoOKa,
JKeJiaTeJIbHO ITPUJIOZKUTDh KaKHe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB,



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkall Ipyrux y9aCTHUKOB I10 UTPE;

5. He ycranaBimBayi Heo(puIuabHble TATYHN U MOJIBI;

6. Mcnosib3yli C103KHBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHl HE CTOUT OTKJIIOUATh aHTHUBHUPYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

PUINKUHT WIH KpaixKa TUIYHDBIX JTaHHbIX

OOBIYHOU Kpasked JeHer W JOKYMEHTOB CETrOAHsI YK€ HHUKOTO HE YAWBHUIIb, HO C
Pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINIEHHUKH IIEPEMECTHJINCH B UHTEPHET, U
MPOJIOJKAIOT 3aHUMAThHCS " JTIOOMMBIM"' JIEJIOM.

Tak mosiBUJIach HOBasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHAs 1€JTh
KOTOPOTO COCTOUT B IIOJIyYeHHU KOH(MUAEHIIMATbHBIX JAaHHBIX IOJb30BaTEIEN -
JIOTUHOB | naposieii. Ha anriuiickom si3eike phishing unraercsa kak dpumwunr (ot fishing
- ppIOHAs JI0BJIsA, password - mapoJIb).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. EcjM ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcmosp3yhh Oe3omacHble BeO-CalThl, B TOM UHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnomnp3yii cokHble U pa3Hble naposu. TakuM obpasoM, ecyiu TeOs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY MOJIyYaT JIOCTYII TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B310Masiu, TO HEOOXOAUMO MIPEeAYIIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETO
“MeHHU OyZleT pacchblIaThCA CIIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeTedOoH;
6. OTKJIIOUU coOXpaHeHUe ImapoJis B Opaysepe;

7. He oTkpbIBall ¢ailnbl U Jpyrue BIOXKEHUS B MUCHbMAaX, Ja)Ke eCId OHU IPUIIUIU OT
TBOUX Jipy3e. JIydllle yTOUHHM Y HUX, OTIIPABJISIIN JIU OHU Tebe 3Tu (paiibl.

HudposBasa permyranusa

[Mudposas pemnyTtaius - 3T0 HeraTUBHAasA WM MO3UTHUBHAA UHQoOpMaIus B ceTu o Tele.
Komnpomerupyromiasa naopmanus, pa3MellleHHass B UHTEpPHETe, MOXKET CEePhe3HbIM
00pa3oM oTpa3uThcs Ha TBOeU peasbHOU xku3HU. "L{udpoBasd pemyranusa” - 3TO TBOU
UMUK, KOTOPBIX (popmMupyeTcs 3 nHGOpManuu o Tede B HHTEPHETE.

TBoe MecTO JKUTEJIbCTBa, Yy4yeObl, TBOe (DUHAHCOBOE IIOJIOKEHUE, OCODOEHHOCTH
XapakTepa U paccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINU B
VHTepHeTe, He TOHUMAs BO3MOKHBIX TTOC/IEZICTBUM. ThI Tajke HE CMOXKEIb JTOTa/IaThCs
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W JApyrue JIEHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Iolajga JU OHAa B MOWUCKOBBIE CHCTEMBI M COXpaHWIACh JIA OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPYKaroIue JIFOAU, KOTOPble HAUIyT U YBUJAT 3TO.
Haittu mHGOpPMAIIUIO0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHHUeM MPUUYNHUTH BpPe. ITO MOKET OBITh KTO YTO/HO.

OcHOBHBIE COBETHI 110 3aIHUTE ITU(PPOBOU PEIYTAIIUHT:

1. [Tomymai, mpexze uem 4To-TO IIyOJIMKOBATh U TEepefaBaTh y cedsa B Osiore wiid B
COILIAJILHOM CEeTH;

2. B HacTpolikax npoduisg yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro IPOoduiisa U ero
COJIEP>KUMOTO, c/IeJIail ero TOJbKO "Jis Apy3ein’”;

3. He pa3memaii 1 He yKa3bsIBaii HHGOPMAIHUIO, KOTOPAsA MOXKET KOT0-JI100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbIE IIKOJBHUKHA - AKTUBHBIE IIOJIB30BATEIN IU(PPOBOrO IIPOCTPAHCTBA.
OJTHaKO JTaJIEKO He Bce 3HAIOT, UTO MOJIb30BAHNE MHOTUMU BO3MOXKHOCTAMHU IIU(GPOBOTO
Mupa TpebyeT cobIIoAeHNA TTPaB Ha UHTEJIEKTYAIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTe/IEKTyaIbHAsE COOCTBEHHOCTH' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX HM300pETEHWH UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIYTH, U 3aKaHYMBasg KHUTAMU, (GoTorpadusmu,
KUHODUIBMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKUE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIHHYI0O COOCTBEHHOCTh Ha IIPOU3BEEHUSA
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBE rapaHTUH
TOTO, YTO UHTEJUIEKTYaIbHBINM/ TBOPUECKHUH TPY/, aBTOPa He Oy/IeT HAalPACHBIM, AACT eMY
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa pPe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspelieHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
ero TMpOU3BeJeHNe, PAaCIpPOCTPAHATh, IIyOJIUYHO JIEMOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, IyCKAaTh B IPOKAT, IIyOJIMYHO HCIIOJHATH, TOKA3bIBATh/UCIIOHATh B
adupe uim pa3MmeniaTts B IHTepHeTe.

Hcnosnp3oBaHue "MHPATCKOrO" IPOTPAMMHOTO obeclieueHus1 MOKET MPHUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM 70 OJIOKUDOBKH TBOETO
YCTPOMCTBA, I'7le yCTaHOBJIEHA HejleraJbHasA mporpaMMa. He crout Takske 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTayIbHbIe U OecIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAWTU B CETU.

O moprase

CereBUUOK.pd - TBOU IJIaBHBIM COBETUMK B CETU. 37€Ch Thl MOXKENIb Y3HATh O
0e30IMacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a IPU BO3HUKHOBEHUH
KPUTUYECKOM CHUTyallud OOpaTUTBhCSA 3a COBETOM. A TakXKe HNPHUHATH YydyacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!






